he rise of Software as a Service (SaaS) composition platforms and so called Compute Clouds demonstrates the growing demand for the agile composition of Web Services. In order to facilitate the composition of services and value-creation, service providers need to collaborate. This collaboration is regulated by means of Service Level Agreements (SLAs) where the parties, the executed service as well as guarantees on the service execution are specified. This work presents the concept of Service Value Networks and Agreement Networks as the underlying legal structure. Furthermore, an approach is introduced that allows a service provider to select the risk-minimal SLA portfolio. In a further step, the approach is extended in order to allow for a tradeoff between risk and expected profit from the service execution. Finally, the computational complexity of the optimization model is discussed and solutions are proposed.
Introduction
Traditional supply chains have been subject to a major change during last decades. The trend towards customization required an adaptation of traditional supply chains. Especially in complex and highly dynamic industries, open networks, which are oftentimes called Business Webs in the literature (cf. Hagel (1996) , Steiner (2004) , Tapscott et al. (2000) , Zerdick et al. (2000) ), constitute an attractive strategic alternative to traditional value chains. In these networks, specialized firms cooperatively contribute modules to an overall value proposition. With respect to services, Service Value Networks (SVNs) (cf. Blau et al. (2009) ) come into existence. There, service providers offer their services in a highly flexible way and these services are dynamically combined generating added value in a short-term fashion. The rise of Web service providers such as Amazon 1 constitutes evidence for this paradigm shift in service provision. Static value chains are more and more substituted through highly agile networks of service providers. Provided services are constantly changing and with them the agreements between service providers and consumers.
Existing literature on SVNs focuses on the composition of service offers, that is, service instances with specified attributes. This work illustrates the highly complex and interdependent network of service level agreements (SLAs) that arises between service providers. These so-called Agreement Networks (AN) emerge with the negotiation and establishment of SLAs and are complementary to SVNs.
Recently, failures or even outages of prominent service providers like Google 2 , Salesforce.com 3 or Amazon Web Services 4 have been observed and critically discussed in the media. The risk of provider outages and service failure implies uncertainty to the consumer as to the service delivery they have already paid for. Therefore, parties of an SLA often stipulate penalties, which the provider is obligated to pay to the consumer in case of SLA violation.
A crucial question for a service provider is whether they will be able to adhere to the SLAs that they established. Therefore, the decision on the optimal combination and number of agreements with consumers will depend on a provider's risk of failure. Generally, risk is understood as uncertainty of the occurrence of a future event. In this work, risk arises due to the uncertain degree of service failure, which in turn leads to uncertain penalties and profit. In particular, we focus on a service provider's risk related exclusively to his own SLA violation and do not take into account the monetary consequences of service failures of his contractual partners.
In this work, we propose a model that supports the selection of agreements of a risk-averse service provider in an AN. To this end, the contribution of this work is threefold: First, we present a comprehensive framework for modeling ANs, i.e. the entities in such a network. Second, by building on work from finance about portfolio selection, we discuss a model that supports a provider in the risk-based selection of agreements and hence, fosters the formation of ANs. Third, an extension to the risk-based selection is proposed that allows for providers' preferences on risk and profit and the optimization problem's complexity is discussed.
This paper is structured as follows. Related work is discussed in Section 2. The application scenario is illustrated in depth in Section 3. Section 4 presents a formal model for risk-based selection of agreements in ANs. Section 5 proposes an objective function incorporating risk and expected profit, whereas Section 6 discusses complexity issues. Section 7 closes with a conclusion and an outlook.
Related Work
The trend of business cooperation away from static value chains towards networks of firms has been observed for years. The rise of so-called Business Webs (cf. Steiner (2004) , Tapscott et al. (2000) ), where firms provide complements to a common product architecture, builds the basis for the composition of services. The technical composition of Web services that facilitates the provision of automated complex services such as insurance brokering, travel planning, insurance liability services or package tracking has been discussed intensively in the literature. In order to facilitate the provision of complex services via platforms such as Salesforce, services need to be combinable. One approach of standardization is described in the service-oriented architecture (SOA), where the composition of complex applications from loosely-coupled service components that provide specific well-defined functionality is the main goal. Here, service components are reusable and composable in different application areas (Leymann 2003) . The composability of Web services is ensured through the application of specifications. Web services may be described using standards as WSDL (Christensen et al. 2001 ) that specifies the interface and hence, how to communicate with the service by means of an XML-scheme.
While Papazoglou and Dubray (2004) introduce a definition for a complex service 5 as well as different technologies for Web service composition, Blau et al. (2008) focus on a semantic way to combine Web services by introducing a Generic Service Ontology. The composition of services fosters the emergence of SVNs as an enhancement of Business Webs. In a complex service, interrelations and dependencies between single services do exist. One approach to formulate dependencies among SLAs is introduced in Bodenstaff et al. (2008) . The approach applies Petri-Nets, which is feasible for small complex services and a limited number of SLAs but does not scale for dynamically changing situations with numerous participants and services.
Apart from the technical perspective of service composition, economic aspects like the coordination of value creation are of major concern. In Blau (2009), a mechanism-design approach allocates the efficient combination of service offers. This mechanism distributes the consumer's payment to those providers that are chosen in the efficient allocation. Service failure through the provider is penalized and providers are incentivized to submit truthful offers 208 about the service's properties. The risk of service failure is not taken into account ex ante when choosing the efficient combination of service offers but is penalized ex post, that is, after service execution. A different approach is chosen in Conte et al. (2009) that relies on work from cooperative game theory. The payoff function in Conte et al. (2009) distributes the consumer's payment to all providers offering services. In this way the contribution to the variety of alternatives is rewarded. However, the risk of service failure is not taken into account.
The joint provision of complex services only becomes feasible through the conclusion of SLAs among service providers whose formal description of SLA as proposed in Andrieux et al. (2007) is a fundamental part of the work at hand.
The aforementioned literature does not include risk aversion of participants. Measuring and dealing with risk is a challenge in many areas such as insurance or finance. Risk management in service outsourcing scenarios is discussed in Asnar et al. (2007) and Asnar et al. (2010) . An approach for the identification of risk is suggested, whereas quantitative risk measurement is not possible. To the authors' knowledge, there is no formal approach, neither in research (cf. Asnar et al. (2007) , Asnar et al. (2010) ) nor in practice, that allows to calculate the risk of SLA violation. The approach presented in this work closes this gap.
An application for determining risk of a security portfolio was introduced in Markowitz (1952) . Transferring the calculation of risk of a security portfolio to a portfolio of different SLAs is discussed in Michalk et al. (2010) . By applying resource monitoring, it evaluates the adherence to a portfolio of SLAs as a whole as opposed to single SLAs in a portfolio. Moreover, a tradeoff between risk and expected profit that reflects the provider's preferences by means of a utility function is not allowed for. Including multiple criteria in the decision process has been subject to the field of multiple criteria decision making (MCDM) and multiattribute utility theory (MAUT) for many years. The goal of MCDM and MAUT is to aggregate decision criteria into one objective function that serves for decision making by eliciting the decision-maker's preferences for all possible actions Dyer et al. (1992) , Roy and Vincke (1981) . With the help of the decision-maker's preferences, pareto-optimal, efficient or even ideal decisions can be derived. For the elicitation of preferences, many approaches exist, all of them being time-consuming and complex. The model presented in the work at hand employs the provider's degree of risk-aversion as a proxy for preferences towards risk and expected profit and hence, can be regarded as a MCDM-approach, where preferences are defined by the provider's degree of risk-aversion.
Scenario
In order to foster a fundamental understanding of the SVN concept as presented in Blau et al. (2009) , a brief introduction to SVNs is given in the following. An SVN comes into existence with the request for a specific service from a customer. This demand for a service is not met by a single provider alone but by multiple providers that contribute service modules. The service modules are composed in order to achieve the requested service functionality. An SVN depicts the providers, their offered services and the interdependencies as Figure 1 shows.
More detailed, an SVN consists of a set of service providers p ∈ P that supply a portfolio of services s ∈ S .
Each service provider can offer multiple services, indicated by an ownership relation. The example in Figure 1 shows an SVN with four service offers ( s 1 , s 2 , s 3 , s 4 ) that are provided by three service providers ( p 1 , p 2 , p 3 ). Services that are substitutes 6 -which provide roughly similar functionality -are clustered in so called candidate pools y ∈ Y . Services that are complementary expose a composition relation. The final outcome of an SVN is a complex service, i. e. the service requested by the customer, that is depicted in Figure 1 by a path from source to sink. This path illustrates a sequence of service modules including one module from each candidate pool.
The SVN is facilitated through the conclusion of agreements -commonly called SLAs. An SLA is specified according to Andrieux et al. (2007) by the provider p, the consumer Θ ∈ τ , the respective service to be executed s ∈ S as well as multiple service guarantees l α ∈ L α . These guarantees are constituted by key performance indicators (KPIs) that are defined as target values of measurable properties of a service execution, i.e. response time in ms, throughput in GB/s. Furthermore, an SLA α comprises a price f α (s) charged for service execution as well as a penalty μ α that the provider has to pay in case of an SLA violation. An SLA α is therefore defined as
The structure that results from negotiation and establishment of agreements between service providers in SVNs is depicted in Figure 2 . An AN opens a different perspective on participants in SVNs by focusing on the legal structure that facilitates the cooperation between service providers rather than on the technical compatibility and provision of complex services. Figure 1 Service Value Networks Figure 2 shows an extract of the AN that contains service providers p 1 , p 2 , p 3 and the customer Θ. Exemplarily, options for establishing an agreement and the agreements that would result from the allocation shown in Figure 1 are depicted as connections between providers and the customer.
The service providers are characterized by their supply of services s ∈ S as well as their resource constraints Lp that denote the maximum amount of available technical resources such as disk space, throughput rate or availability. Note that resource constraints do not map one-to-one to KPIs defined in SLAs. Only those KPIs that relate directly to resources can be applied when determining the violation of a resource constraint. We assume that service providers' attitude towards risk can be represented by a von Neumann-Morgenstern utility function that implies riskaversion. According to Sandmo (1971) , risk-aversion may be assumed for firms because decisions are often taken by groups of similar risk-averse individuals what guarantees the existence of a group preference function stating riskaversion. Additionally, service providers are interested in an as high as possible expected profit through the provision of services.
The decision problem a service provider p is confronted with in an AN may be formulated as follows: What is the optimal configuration and combination of SLAs to be concluded? In order to approach the solution to this problem, a definition of optimality in the context of ANs has to be given and its constituting factors have to be identified.
One important factor that drives the decision on the SLA portfolio to choose is the exact specification of the SLA as an instantiation of
KPIs, prices and penalties are assumed to be determined exogenously in this work. This assumption serves to separate the effect of negotiation and strategic pricing decisions, which also depend on risk, on the one hand and SLA portfolio optimization on the other hand. Both decision problems affect the overall risk that the service provider eventually has to face and their separation in this work allows to analyze risk-based decision making while excluding that pricing strategies influence the decisions. This is all the more so bearing in mind that pricing strategies are sensitive to the particular mechanism design being under consideration.
In order to ensure the availability of a data basis that is big enough to draw conclusions from it, the set of possible SLAs and their configurations is restricted to a predefined set A, where a service provider p may select from. These predefined SLAs may differ in aspects such as the service provider p's role in the agreement, the provided service, the agreed KPIs, etc. Even if this assumption may seem to restrict the provider in the possibility to tailor offers to customers' needs, the approach of predefined SLAs is very common in practice. Amazon offers standard instances of the Elastic Compute Cloud (EC2) in three alternative ways, so called "T-Shirt sizes". A service provider p that has to choose an SLA portfolio γ knows that dependencies exist among KPIs. Exemplarily, assured throughput may influence the response time. As these dependencies are very complex to detect and to monitor in practice, the model at hand will not constitute dependencies explicitly. In theory (see Markowitz (1959) ), the calculation of the risk of SLA violation by means of the semi-variance would require the calculation of variances of violation of single SLAs as well as the covariances of violations of pairs of SLAs. Each covariance of violation of two SLAs only would have to be calculated once and could be reused in each portfolio that the two respective stocks are part of. For the calculation of stock returns, this approach is straightforward, as the return of one stock, in most cases, does not impact the return of the other stock. Calculating the semi-variance of SLA violation like this would imply that the covariance of SLA violations of two SLAs is the same, no matter which other SLAs are active at the same point in time. In practice, however, the provider's performance in SLAs that is reflected in the degree of SLA violation heavily depends on the concurrently active SLAs and with them, concurrently executed services. Hence, calculating the covariances for each pair of SLAs while not taking the other concurrently active SLAs into account would lead to an imprecise measure of risk and would not reflect the dependencies between service executions correctly.
Instead, dependencies are incorporated implicitly by means of treating each possible combination of SLAs as a single entity which directly reflects the correlation among attributes in the respective combination. The evaluation of the risk of failure is crucial for p as outages or failures will result in penalties μ that p has to pay in order to compensate the customers. Accordingly, a service provider's risk measure in ANs has to account not only for the probability and extent of failure but also for the size of the penalties that will result from a failure. The following section introduces the optimization problem.
Service Portfolio Optimization
A service provider in an AN monitors his own adherence to each SLA that was established while taking into consideration the concurrently established SLAs, that is, the portfolio γ, and stores the collected data. The reports that result from the monitoring data contain information about the agreements that were established in each reporting period and the respective percentaged adherence to it.
We assume the existence of a metric that aggregates the percentaged violation of single SLOs that belong to one SLA into one value λ γ,t α i . This value states the percentaged violation of an SLA in period t, where α i denotes the SLA belonging to the SLA combination γ. In order to be able to express SLA violations quantitatively, Michalk et al. (2010) assume the existence of a resource monitoring system that creates reports about the degree of adherence to a portfolio of SLAs. In contrast, the work at hand relies on the assumption that a service monitoring system is in place. This implies that each SLA is monitored individually and a percentaged violation can be determined respectively. For expressing risk, the concurrently established SLAs are taken into account. A sample of a provider's monitoring data including the periods t, the respective agreements for this period α i and relative failure of an SLA λ γ,t α i is shown in Table 1 . In Table 1 , the figure λ γ,t α i corresponds to the entries in any of the cells. For instance, the entries in the first row show that in period t=1 the service provider established two different SLAs, α 1 and α 2 γ´= α 1 ,α 2 } { ( ) and he failed on none of them (λ α 1 ,α 2 { } ,1
α 2 = 0). As was argued in Section 1, providers' risk in the focus of this paper stems from the uncertainty of service failure and the resulting monetary outcomes. Using the variance of due penalties as a measure of risk implies that a stronger variation of the penalties, which the provider pays in case of failure, is perceived as more uncertain. For the calculation of this measure it does not matter whether the variation stems from positive or negative deviations of the penalty obligation from its mean. The concept of semi-variance as introduced by Markowitz (1991b) refines the definition of risk. By transferring this concept -which contains only deviations "worse" than average -to measuring risk in ANs, only those realizations of the uncertain penalty obligation, which are higher than its mean, are taken into account. In contrast to the variance, the semi-variance of penalties as proxy for risk treats only the positive deviations from the mean penalty (or equivalently negative deviations from the mean profit) as undesirable and has been employed in portfolio optimization ever since the beginnings of finance theory and is especially useful to account for asymmetric probabilistic distributions and downside risk. The provider calculates the past variation of due penalties for each γ based on historical data that he monitors and stores. This measure can be used as a proxy for his current risk if he was to choose again this same combination of SLAs γ.
The calculation of the semi-variance of penalties of a certain SLA combination γ is conducted in four steps:
1. the actual sum of penalties μ γ,t for each period is calculated, 2. the mean percentage of failure λγά 1 for a particular SLA α i belonging to a specified SLA portfolio γ is computed, 3. the average penalty of γ that p was supposed to pay is calculated based on λγά 1 and, finally, 4. the semi-variance is calculated as the squared deviations of actual penalties from the mean penalties.
The actual sum of penalties μ γ,t that a service provider would have had to pay in period t depends on the relative failure of SLA α i in the combination of SLAs γ in this period and is given by
[ ] and X(λ γ,t α i ) = 0 , otherwise. This variable serves to indicate whether the SLA α i was active ( X(λ γ,t α i ) = 1) or not ( X(λ γ,t α i ) = 0) in a particular period t. The mean degree of violation for a particular SLA α i belonging to a specified SLA configuration γ may be calculated as { } is the number of periods in that the particular SLA combination γ appears in the records of the service provider. For the average penalty, which the service provider was supposed to pay in the past for the combination of SLAs γ, one obtains
Based on this, the semi-variance of due penalties for the portfolio of SLAs γ can be calculated. It is the risk measure based on which the service provider chooses the optimal combination of SLAs and we define it as
where
Thus, we propose a decision model for the service provider to choose the optimal portfolio of SLAs γ, by which he minimizes the objective function (1) subject to the constraints imposed by the available resources of the provider L p and a minimum expected profit requirements:
) describes the KPIs (where M is the number of attributes) agreed upon in SLA α i A, and L p analogously denotes the maximum available resources of the provider. The minimum expected profit the provider wants to attain is denoted by Π p , and the expected profit from an SLA combination γ is denoted by
where f α i (s j ) denotes the price that the provider charges for the provision of Service s j in SLA α i and c(s j ) denotes the provider-specific costs that arise with the execution of service s j .
Solving the model that was introduced throughout this section is achieved by following the algorithm that is illustrated by means of a sequence diagram in Figure 3 . When receiving a request for service provision from a customer, a provider first identifies which SLA portfolios possibly can be established. For each of these portfolios, the resource constraints are verified and only those portfolios that adhere are further taken into consideration. Analogously, the set of SLA portfolios is adjusted after evaluating the expected profit constraint. Finally, for each of the remaining SLA portfolios the incurred risk is calculated and the SLA portfolios are ranked according to their risk.
In order to illustrate the approach consider the example in Table 1 . For completeness of the numerical example further assume that the SLAs appearing in the table are defined as follows:
where Tput denotes throughput for the provision of the service. Let the provider p 1 face a maximum throughput of 15, which constitutes the right hand side of constraint (2), as well as internal costs for service execution of c(s 1 ) = 2, c(s 2 ) = 3. Further assume that the provider seeks to attain a minimum expected profit of 5 as expected profit requirement (3). For each combination of SLAs the semivariance can be computed. In particular, consider the SLA combination γ´= α 1 ,α 2 { } , which was mentioned before. It can be easily verified that this combination of SLAs satisfies the throughput constraint. In the past records it appears four times in periods t ∈ 1, 2, 4, 7 { } such that q t = 1 4 in (1). The sum of penalties that the provider had to pay in each of these periods, μ γ´,t = λ γ´,t
For the mean percentage of failure of the SLAs one obtains
Hence, the average penalty paid in the past for the SLA combination γ' is E μ γ´,t ( ) = λγά 1 ⋅ μ α 1 + λγά 2 ⋅ μ α 2 = 0.455⋅ 2 + 0.475⋅ 2 = 1.86
Figure 3 Risk-based Portfolio Selection
Expected profit from SLA combination γ' is thus substituting into (4)
Hence, the SLA combination γ' meets the expected profit constraint (3). After substituting into (1) the semivariance can be calculated Similarly, the semivariances for all other SLA combinations for which reporting data are available and which fulfill the optimization constraints of the service provider must be calculated and compared to each other. The SLA combination with the lowest semivariance solves the optimization problem of the service provider. In the numerical example of Note that, by construction, this approach might exclude a combination of SLAs based on yielding insufficient expected profit, which might still have been preferred by the service provider due to very low risk. Alternatively, if the minimum level of expected profit is set low enough to include such combinations into the feasible set, the combination of SLAs resulting finally might possess the desired low variance, but at the same time yield too low profit in terms of the provider's preferences. To see this at the numerical example in Table 1 , assume that the profit requirement in the expected profit constraint (3) was Π p =1. The SLA combination α 1 ,α 3 { } would thus enter the feasible set, and, due to S E (μ α 1 ,α 3 { } ,t ) = 0 based on the reporting data, it would be chosen instead of γ´= α 1 ,α 2 { } . In general, this algorithm might reject combinations of SLAs, which combine above average expected profit with only slightly higher variance. To avoid this inefficiency of choice, the trade-off between risk and expected profit in the provider's preferences should be explicitly taken into account. Section 5 therefore introduces a model that employs the provider's utility function and thus includes both risk and expected profit in the objective function.
Risk versus Expected Profit
In theory, assuming that risk-averse agents possess a von Neumann-Morgenstern utility function u π γ,t ( ) , where u´π γ,t ( ) > 0, u´´π γ,t ( ) < 0 , and π γ,t , as before, denotes actual profit from γ in t, the expected utility E u π γ,t ( ) ( The latter function has the property that the coefficient of relative risk aversion R w
w , where w denotes income in monetary terms, is constant and equals the parameter β, which one can easily verify by calculating the first and second order derivatives. Even with the (rather unrealistic) assumption that the designer of the decision problem is completely conscious of the particular form of the service provider's utility, pursuing this approach has a major restriction: The objective function is measured in "utility units" rather than in monetary terms and is therefore not comparable between two different service providers which, however, might be desirable in various business situations. Instead, one can resort to an alternative representation of expected utility, which holds for the general specification of the utility function u π γ,t ( ) and contains the first two moments of the profit distribution, which are measured in money terms. Applying a Taylor approximation on expected utility E(u(w+z)), where w is some certain income and z is a stochastic variable with mean 0 and Variance Var(z), one obtains for the expected utility (see e.g. Eeckhoudt et al. (2005) )
) , where the term in the utility function is the so called certainty equivalent (as the utility of this certain amount is the same as the expected utility of the uncertain amount) and
is the coefficient of absolute risk aversion measured (see Pratt (1964) and Arrow (1971) ) at w.
Note that with w = E π γ,t ( ) and z = π γ ,t − E π γ,t ( ) , one obtains that E(z) = E π γ,t − E π γ,t ( ) ( ) = 0 and
Thus, in the context of this paper, the following expression is obtained, value, which is usually decreasing in wealth (see Eeckhoudt et al. (2005) , p. 21), still needs to be identified for the practical implementation. Applying the notation of our model, the variance of profit with SLA combination γ equals
The proposed representation is (except when the utility functions is of the form u π γ,t
with constant ARA π γ,t ( ) = a and profit is normally distributed, see Eeckhoudt et al. (2005) , pp. 20, 21 for a proof) only an approximation and its drawback as of any approximation is that it is imprecise. However, in finance theory and practice this is still the most often employed approach. The optimization problem that is facilitated by employing the maximization of expected utility is solved by following the algorithm that is illustrated in Figure 4 . When receiving a request for a service provision from a customer, a provider first identifies which SLA portfolios are possible to come into existence. For each of these portfolios, the resource constraints are verified and only those portfolios that adhere are taken into consideration further. Afterwards, the utility based on risk and expected profit of the respective SLA portfolio is calculated and the portfolios are ranked according to the resulting utility.
Figure 4 Utility-based Portfolio Selection
In order to illustrate the approach consider again the numerical example from Section 4. As argued, the SLA portfolios γ´= α 1 ,α 2 { } and ′′ γ = α 1 ,α 3 { } exhibit reporting data in Table 1 and meet the throughput constraint.
Consider SLA portfolio γ´= α 1 ,α 2 { } first.
Substituting the numerical values, with E π ′ γ ,t ( ) = 8.14 from (5) into (6) leads to 
Thus, the certainty equivalent (CE) of the service provider equals
For the second SLA portfolio ′′ γ = α 1 ,α 3 { } , Var π ′′ γ ,t ( ) = 0, and hence, one obtains for the certainty equivalent
Based on the comparison of (8) and (9) = 0.017753858
= 0.017800276
A comparison of the numbers in (12) and (10) shows that the difference is negligible.
Complexity
The models that have been introduced throughout this paper enable a service provider to choose either a riskminimal SLA portfolio that satisfies a minimal profit constraint or an SLA portfolio that maximizes utility as a tradeoff between risk and profit. In an environment of services that are provided electronically or even completely automated, e.g. Web services, computational tractability of the applied model plays an important role. That is, the solution should be available in appropriate time. In order to determine the runtime properties of the presented models, the complexity class that the models belong to is identified. For further investigation, the computational complexity of the models in Big-O-Notation is determined. The models presented in Sections 4 and 5 aim at finding the risk-minimal/utility-maximizing SLA portfolio. Therefore, a set of A SLAs including the respective prices, penalties and M KPIs that can be matched to the provider's resource constraints are handed over as an input to the model. Further, input is a matrix of monitoring data of T periods for the A SLAs (cf. Table 1 ). The models are optimization problems, in which the set of feasible solutions is discrete and of which the goal is to find the "optimal" solution. One approach to solve the presented models is to calculate the risk/utility for each combination of SLAs and then to search for the risk-minimal/utilitymaximizing solution. With a growing number of SLAs, exhaustive search becomes infeasible from a computational point of view. Solution concepts that are applied to linear optimization, e.g. the Dijkstra algorithm, cannot be applied to the presented models as the risk-/utility-values associated with combinations are not monotonous in the number of SLAs.
10 Hence, the model presented in this paper can be regarded to be in NP like many other optimization problems Papadimitriou and Steiglitz (1998) .
The computational complexity of the problem presented in Section 4 is determined in Big-O-Notation based on the input specified above; the complexity of the model presented in Section 5 is determined analogously and results in the same complexity and will be omitted here. Computing the resource constraint as stated in (2) depends on the number of SLAs |A|, as well as on the number of attributes M. The computational complexity hence can be specified as O
(|A|) O(M)=O(|A| M).
The computation of the expected profit constraint as stated in (3), that depends on the number of SLAs |A| and on the number of observed periods T, has a time complexity of O(|A|) for the calculation of price minus costs for each contract and a complexity of O(|A| T) for the calculation of the expected penalties that depends on the number of observed periods as well as on the number of monitored SLAs. Hence, a
complexity of O(|A|)+O(|A| T)=O(|A| T) results.
Finally, the computational complexity of the computation of the value of the objective function is taken into consideration. In (1) two factors influence its computational complexity; the first one is the number of periods that are observed. But the more crucial factor is the number of possible solutions. Assuming that there are |A| SLAs α ∈ A and that each of the SLAs can be established only once, then the power-set of A, Γ = P(A) , would reflect the set of possible SLA portfolios and would have a size of 2 |A| −1 when the empty set is excluded. The computation of the semivariance itself has an exponential computational complexity of O(T) (O(|A|)+O(|A| T))=O(T 2 |A|). For each 10 Risk that is associated with the SLA portfolio α 1 ,α 2 might be higher than the risk of the SLA α 1 alone, whereas the risk of SLA portfolio α 1 ,α 2 ,α 3 might be lower than the risk of α 1 ,α 2 . Hence, risk can, but does not have to be monotonous. single one of the solutions, the computational complexity is linear in the input. But, taking into consideration that this calculation has to be performed for each possible combination of SLAs, the overall complexity of the model becomes apparent. Assuming a number of 2 |A| −1 solutions, the models expose an overall exponential complexity, like many other combinatorial optimizations, that stems from the exponential size of the set of solutions. As the computational complexity is mainly influenced by the number of solutions, the runtime properties can be influenced positively by restricting the potential number of solutions. Two aspects support the possibility of this approach. First, the number of different SLAs that the provider can establish is restricted to a predefined number of quality classes per SLA while making sure that enough comparable monitoring data is available for each of the SLAs. Second, the restriction of offered services by means of a specialization of the provider is an approach. That way, neither the number of services nor the number of different quality classes would lead to a huge number of potential solutions.
One of the models' shortcomings is that only monitoring data of those combinations that have been established before is available and that only those combinations can be taken into consideration for future decisions. From a runtime perspective, this property of the models allows the restriction of the number of possible solutions. Taking into consideration that the number of different combinations that a certain service provider establishes in practice is very small, the potential number of solutions can be regarded as a theoretical problem but not one that will arise in practice.
Conclusion
This paper presents a framework for expressing networked agreement structures. Forming the legal basis of the dynamic cooperation of service providers, the concept of agreement networks is introduced, where providers are connected to each other by contracts on the quality of the service to be executed. Based on these concepts, this paper presented a methodology that enables risk-averse service providers in dynamic environments to elaborate the optimal combination of service level agreements to establish in the next period. In Section 4, we proposed a decision model which minimizes the provider's risk, as measured by the semi-variance of penalties, subject to attaining a predefined level of expected profit. In Section 5, we modified this approach by replacing the risk measure in the objective function of the service provider with his expected von Neumann-Morgenstern utility, which was transformed into a form containing the variance and the expectation of profit. While the former approach (minimizing risk) ignores the trade-off between risk and expected profit from a provider's perspective, the latter approach (employing variance instead of semi-variance) treats both negative and positive deviations of profit from its mean as equally bad. Therefore, the choice of which procedure to apply depends on which property is of higher priority to the service provider and also on the situation at hand. If the service provider has a strong aversion towards downside risk and the distribution of penalties is asymmetric, he should choose the procedure suggested in Section 4. If instead the distribution is symmetric and the provider considers the variation of profit around its mean as relatively small, he should resort to the procedure in Section 5. Furthermore, there are no known cases, in which a mean-semi-variance approach would provide a sensible approximation to expected utility and a mean-variance approach would fail to do so Markowitz (1991a) . Both approaches are heavily dependent on the data that is available. In order to calculate risk/utility, a history of monitoring data has to be available and only those portfolios that already have been established can be taken into consideration. Consequently, there is no possibility to include new SLA portfolios or such that have not been established before. A measure for similarity of SLAs and portfolios that indicates to which extent a new SLA or a whole portfolio differs from already known ones would help to overcome this issue. With the help of this measure, the risk of failure of a new SLA or a portfolio could be approximated and used as a starting point. Besides requiring the availability of data, the presented approaches reveal another critical property. All available data, no matter how old it is, is treated equally. This implies the assumption that there is no change in underlying structures like hardware or software updates. In order to overcome this rather unrealistic assumption, a method that puts more emphasis on recent data than on older data, like exponential smoothing (Gardner 1985) would have to be applied. After introducing the models for deciding on a risk-minimal or utility-maximizing portfolio, a discussion of the methodology's properties concerning complexity of computation was enclosed.
In a next step, the proposed algorithm for a provider's choice of SLAs will be evaluated with respect to its relative performance compared to the theoretical benchmark. To this end, dependencies between the attributes of SLAs will be set up explicitly. The theoretical optimal solution resulting with the actual dependencies will be compared to the "black box" solution at hand, which uses aggregated past data on the distribution of service failure instead. In a further step, the impact of the decision made by the provider will be investigated. The decisions about risk-minimal or utility-maximizing portfolios influence the availability of reporting data in a way that only data about the past "optimal" portfolios is available in the future. Hence, an approach that allows for a exploitation phase of other, non-optimal portfolios has to be included and its impact on decisions has to be investigated.
